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Po3poOka meroaiB OWIHKH e(eKTUBHOCTI 3axucrty iHdopmanii B
PO3MOALIEHNX KOMIT OTEPHUX CHCTEMAX

3anpononosano winaxu mooepuisayii apximexkmypu KopnopamugHoi Komn'tomepHoi cucmemu 0iaeHOCMUKU PeHCUMie
cucmem 3ani3HUYLb, AKI 003604AMb NIOGUWUMU HAOIUHICMb MA eheKmusHicmes cucmemu i 3abe3neuumu nepeoymosu
BNPOBAONHCEHH KOMNJIEKCHO20 A8MOMAMU308AH020 KepyeaHHsA. lIpu ybomy 3anponoHo8aHo 3axoou, AKi 8KII0UAIOMb
0008'a3K06e  6nposaddcents cucmem ingopmayitunoi Oe3nexu, opeawizayitne 3MIWEHHA HABAHMANCEHHS 00pPOOKU
onepamusHoi iHhopmayii Ha HUJICHI PIGHI IEPAPXIL, a MAKOIC PO3UIUPEHHS HAOOPY NPOMOKONIE nepeoayi OaHux, o Ha
CbO2OOHIUWIHITL OeHb CIMAL0 MONCIUBUM I3 PO3GUMKOM MIKPONPOYECOPHUX MA KOMN'IOMEPHUX MEXHOL02IU.
Knrouosi cnosa: komn'tomephi cucmemu, cucmema 3axucmy ingpopmayii, po3nooineni cucmemu, inpopmayitinuil pigeHs,

VYNpaginHsa mpagikom.

AHaJi3 ocTaHHIX AocaimKeHb i myOJikamid, B sIKHX
3aM0YaTKOBAHO PO3B'A3aHHS JaHOI MPoGIeMHu

DopMy IIOBaHHS LiJIei cTaTTi (MOCTAHOBKA 3aBAAHHA)

OcHoBoto iH(popMaTH3alii IpoLecy OIepaTHBHO-
JICMIETYEPCHKOTO KEPYBAHHS € IHTErpoBaHE CEPeOBHIIE
MIEPBUHHKUX JTAHUX y B3a€EMO3B'SI3KY 3 METOJaMU 0OpOOKH
naaux. OTpUMaHHS MMEPBUHHOI iHPOpMAITT MO0 MTATHUX
Ta aBapiiHUX pPEKHMIB TIPYHTYETHCS HAa TEXHOJOTIAX
PO3MOTIIICHIX CHHXPOHI30BaHUX BHMipIOBaHb.
BnpoBamkeHni koMIr'ioTepHi  iHQOpMaiifHO-11arHOCTUIHI
CHUCTEM  3aJi3HMYHOIO  TPAHCIOPTY  3a0e3MeuyIoTh
NEepeBAXHUM  YMHOM  (yHKUii  MOHITOPHHTY  Ta
KoMepuiliHoro  o0Jyiky, TpoTe dYepe3  HEIOCTaTHE
TECOPETUYHE MiJIPYHTS HE PEalli3yr0Th BHPINICHHS 3a1ad
JIAarHOCTUKU Ta ONEPAaTHBHOTO KepyBaHHsA. KpiMm Toro,
BIIPOBA/XKCHHS KOMII FOTCPHIX METO/IB, sKi 3a0€3Me4yI0Th
SIKICHO HOBHH piBEHb aBTOMATH3allii TPOIIECIB KepyBaHHSI
peKMMaMH EHEProTNOCTavYaHHs, Ha ChOTOJIHIIIHIN dac, €
MOXIIMBUM TPHU JOTPUMAHHI JKOPCTKHUX BHMOI O€3IEeKH,
mo B CBOIO depry mnorpedye BHpIlICHHS 3aaad
3a0e3mneueHHs iH(opMaIiifHOTO 3aXUCTY BiJl
HECaHKIIIOHOBAHOTO JOCTYIY Ta INBUIICHHSI HATIHHOCTI
obnagnaunHs [1-5].

Mertoro poboTu € po3poOka MOACPHI3AIITHUAX 3aXO0/IiB
IOZI0 APXITEKTypU PO3MOAUICHUX KOMITIOTEPHUX CHCTEM
MOHITOPHUHTY, KOHTPOJIIO i JIarHOCTUKH
CJICKTPOCHEPTETUYHUX MEPEX 3alII3HUYHOTO TPAHCIIOPTY,
CIIPSIMOBAHUX Ha IT1BUIIICHHS e(heKTUBHOCTI
(YHKITIOHYBaHHS CHUCTEM, 3a0e3MeYeHHs] MOMKIJIMBOCTEH
BIPOBAKEHHS TIOBHOIIIHHUX JiarHOCTHYHUX (YHKIIH Ta
KOMIUIEKCHOTO aBTOMATH30BaHOI0 KEPYBaHHS PEXKUMaAMHU.

Buknaa ocHOBHOro MaTepiajy 10CTiTKeHHsI

BujisieHHss HeBHpilleHUWX paHille YacTHH 3arajbHoOL
NnpoodJeMu, KOTPUM NMPUCBIYYETHCS 03HAYEHA CTATTS

Jnst  epeKTUBHOTO BIPOBAKEHHS HOBHX METOJIB
JMIArHOCTUKK Ta 3a0e3MEYCHHs IMEePeIyMOB peaizaii
KOMILUICKCHOTO aBTOMATH30BAHOI'O KEPYBaHHS PEKHUMAaMU
HCOOXIZTHMM € MPOBEJCHHS aHaji3y BHUMOT Ta 3IIHCHECHHS
BiANIOBIIHUX MOJICpHI3aiHHUX 3aX0/iB [0JI0
iHppacTPyKTypHOTO 3a0e3ne4yeHHs PO3MOIUICHUX
KOMIT' FOTEPHUX 1H(OPMALIITHO-11arHOCTHYHUX CHCTEM, IO
Ha CBHOTOJMHI € aKTyaIbHUM  HAyKOBO-TEXHIYHUM
3aBIAHHSAM.

0 M.A. Mipomrnuk, 2015

Iiosuwenns npoOyKMueHoOCmi HUINCHBO2O
BUMIPIOBANIbHO20  pieHs. KOMIOHEHTH KOPHOPAaTHBHOL
KOMIT'IOTEPHOI CHCTEMHU MOHITOPHHTY Ta JIarHOCTHKH Ha
KOXXHOMY 3 pIiBHIB iepapxii MOBHHHI 3a0e3nedyBaTUCh
BIMOBIAHUMK KOMIUIEKCAMH 1H()OPMAIITHOTO 3axuCTYy,

abo cucremu indopmaniiinoi Oesneku (CIB), mo €
HepeIyMOBOIO HOAAJIBILIOTO BUKOPUCTAaHHS
iHpacTpyKTypH CHCTEMH ISt KOMIUIEKCHOTO
ABTOMATH30BAHOTO KepyBaHHs [3].

MikporpouecopHi IPUCTPOI i KOMIIOHEHTHU
KOMIT'IOTEPHOI MeEpeXi MOHITOPHUHTY Ta JiarHOCTHKH

(OpMYIOTh HIDKHIH PiBEHb KOPIOPATHUBHOI KOMII'TOTEPHOT
CHCTEMH, Ha IKOMY 3iHCHIOETHCS OPMYBAHHSI IIEPBUHHOT
iH(hopMmarii. ITepBruHHa iHdopmarrist T IsITae
IHTEJIeKTyanbHii 0OpoOIli Ta apXiByBaHHIO, HAa 1i OCHOBI
(hOpMYIOTBCS CHCTEMHI Kepyrodi nii Ha piBHI TUCTaHIIIN
€JIEKTPOTIOCTAYaHHS a00 3alli3HMIN B IIJIOMY, a TaKOX
OpraHizoBaHO KOMEpIiHHUI o00mK enekTpoeHeprii. Ha
HIOKHBOMY  piBHI KOPIOPAaTHBHOI ~ CHUCTEMH B
aBTOMAaTUYHOMY PEXUMI BUPIIIYETHCS KOMIUIEKC 3aBIaHb,
NOB'I3aHUX 3 PEECTPAlLi€l0 PEKUMHUX MapaMeTpiB Ta
3abe3neuyeThcs  Iepelada JaHUX Ha  BHI  piBHI
ynpasiiaas [1].

[Tnpoko pO3MOBCIOJKEHOIO0 Ha CHOTOJHIIIHIN AEHb €
6a3oBa KOH(DITYpallis JOKAUTHHUX MiJICHCTEM MOHITOPHHTY
Ha [UISHKaxX eJeKTporocTadands [4], mo nependadae
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MOKJIaJIaHHSl Ha PO3MIIAYBaHUHM piBEHb KOPIOPATHBHOL
MEpeXi BUKIIOYHO 3aBlaHb (OPMYBaHHS TEPBUHHOTO
inpopmaniitnoro mpocropy. Ilpm 1pomy,  yHKIIT
TIEPBUHHOT OOpOOKHM Ta KEPyBaHHS, & TaKOX (GOpMyBaHHSI
CHUCTEeMHMX TMOMii 3a0e3MeUyIOThCS MIKPOTPOIICCOPHIUMH
MIPUCTPOSIMA PEECTpAllii, a Ha OCHOBI CepBEpYy MUITHKH
CJICKTPOIIOCTAYaHHs Peai3oByIOThCs (QYHKIIT 00poOKH Ta
apxiByBaHHs naHux. [loBHouiHHa 00poOka iHdopmauii 3
METOI0 JIIarHOCTHKM CTaHy abo KepyBaHHS pPEXHMaMH
NOKJIAIA€ThCS HA BEPXHi iepapxiuHi piBHi [4, 5].

Pazom 3 TuM, po3moain (YHKIIOHAJIBHOCTI IO
KOMITOHEHTaX Ta PIBHSX lepapXii KOpPIOpaTUBHOI CUCTEMH
MOHITOPHHTY Ta JIiarHOCTHKM Ha OCHOBI  0a30Boi
KoH(]iryparii Mo>kKHa HEeperisTHyTH, BPaxOBYIOUH iCTOTHE
TOPiBHSHE 3pOCTAHHS MPOIYKTUBHOCTI CEPBEPHUX PIIICHB,
10 MPOIMOHYIOTHCS Ha CydacHOMY pHHKY [6, 7]. Ilpu
BOMY MIPOITOHYETHCS opranizariiine 3MIIICHHS
HaBaHTaXeHHA iH(opmamiifHOi 0OpOOKKM omepaTHBHOL
iHpopManii Ha HIKHI PiBHI i€papxXii.

Ha puc. 1 BizoOpaxxeHo MoudikoBaHy
(yHKIIOHATIBHY CXEMy YMOBHOTO iH(opMmauiiiHoro 0yioka
OKpeMol  JAUISIHKM  €JEKTPONOCTayaHHS  HIPKHBOTO
iepapXiqYHOro piBHS KOPIOPATUBHOI MEpEXi MOHITOPUHTY
Ta JIarHOCTHKH.

3HauYHUH PO3BUTOK MIKpPOMPOIICCOPHUX TEXHOJOTIN Ha
CHOTOJHINIHIA JCHh 3HAYHOIO MipOIO JTO3BOJISIE ITiIBUIITUTH

o0unCIIoOBaNbHY 3JaTHICTH NPHCTPOIB  peectpamii 3
BHKOPUCTAaHHSAM [H(PPOBUX CHUTHAIBLHUX IPOIECOPIB
(DSPs-Digital ~ Signal  Processors), 6araTosiiepHux

npouecopis (MCPs-Multi-Core Processors)ypouecopis

na ITJIIC (Dynamically Reconfigurable Processors based

on PLD). Meroauka moOymoBH MiKpOMPOIIECOPHUX
npuctpoiB Ha ocHoBi DSPS Ha choroamimHiii wac €
HaMpO3BUHEHIIIOW, NPU I1OMY IIpOrpamMHa YacTHUHA
peasi30BY€EThCSl HA OCHOBI ONepaLiifHUX CHCTEM PEaJIbHOTO
qyacy (RTOS, Real Time Operating
Bukopucrannss MCPS ta mnapaneinbHux O0OYHCIEHb B
3aja4ax oOpoOKM CHrHaNIB Ta O0OpPOOKM JaHHMX JO3BOJISIE
OTPUMYBATH ICTOTHHUH TPHPICT TPOAYKTHBHOCTI TP
e(eKTUBHOMY PO3MOJiTl 3amad MiX OOYHCITIOBAIHBHUMH
simpamu. [loOymoBa mporiecopuux mnpuctpie Ha [IJIIC
JTO3BOJISIE CTBOPIOBATH MPOOJIEMHO-OPiEHTOBAHI
BHCOKOIPOIYKTHBHI 00YHNCITIOBATBHI miaropmu.
30kpeMa 3amporoHOBaHO MOJEh pealizamii mporecopa 3
Mo (piKOBaHOIO RISC  apxitekryporo  (Reduced
Instruction Set Computing apxitekTypa i3 cKOpo4YeHUM
HabopoM KoMmaHd). MeToa opraHizamii IIBUAKOIHHUX

KOHTPOJICPIiB napaienbHOi aApXITCKTYpH 3
pexoH(irypoBaHoo  cTpykTyporo Ha ©0asi  IUJIIC,
OpiEHTOBaHMX  Ha  piIEHHs  3aJad  TiJABHUINEHOI
IHTETIeKTyaIbHOL CKIIQHOCTI i PO3MIpHOCTI

3alpOoNOHOBaHMi B [8].
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Puc. 1. dynkuioHanbHa cxeMa YMOBHOTO iH(OPMAIIHOTO 0J10Ka OKPEMOT TUISTHKH €JIeKTPOIIOCTauaHHs
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VY pa3i JONOBHEHHS HWKHBOTO 1€PApXiYHOTO PIiBHS
KOPTIOPaTHBHOI KOMITTOTEPHOI CHCTEMH TIOBHOIIIHHOIO
JIarHOCTUYHOIO  (DyHKIIOHANBHICTIO,  iH(OpMaIiifHo-
JIarHOCTUYHI (QYHKIT Ha MUITHKAX eJIeKTPONOCTadyaHHs
(hakTHIHO peari3oByBaTUMYThCS JTIOKaTbHAMM
MiJCUCTEMaMH MOHITOPHHTY Ta JIarHOCTUKH Yy CKIazl
KOPIOPAaTHBHOI KOMIT'IOTEPHOI cucTeMH. Takuid po3nomii,
JIO3BOJIMTH ~ pealizalilo  JIOKAIbHUX  JUCIETYEPCHKHUX
LCHTPIB Ta JIOKAJbHOTO aBTOMATU30BAaHOTO KEPyBaHHs, Ha
OCHOBI CepBepiB JUCTaHLIN enekTponocTadanHs. Pecypcu
cepBepy OyayTh 3ajisiHi SK UIS peajizallii JIOKaTbHHX
JNIarHOCTUYHHUX MpoLeAyp Tak 1 Jus  HeoOXigHOTo
dbopMyBaHHS BHXITHMX JaHUX JUIT  YHi(IKOBaHHUX
aJTOPUTMIB JIarHOCTHKH.

3MilleHHsT HaBaHTAKCHHA Ha HIKHIA pIBeHb €
BUIIPABAAHUM 3 TOYKH 30py apXiTeKTypHu iHpopMaIiiHoi
Mepexi, 3BaKaloud Ha Te, LI0 CTPYKTypa Ta CKIaj
JOKAIbHHUX TIJICHCTEM € JEeTEPMIHOBAaHUMH, a TaKOX
3BOXAKOYM HA MNPAKTUYHO HE3MIHHY I1HTCHCHBHICTh
iHpopMaliiHUX IIOTOKIB, IO HA €Tali MNPOEKTyBaHHSI
JI03BOJISIE  BU3HAYUTH HEOOXiZAHI HpOrpamMHO-arapaTHi
3aco0M 3 MIHIMIPHUMH pECypCHHMH 3anacamu. llpu
[bOMY, HOpIBHSHO i3 0a30BOI0 KOH(Qirypauiero, 3HayHa
gacTHHA iHPOpPMAIiHHUX TIOTOKIB OyZe JIOKami3yBaTUCS Y
BIIMOBIAHUX TIiJACHUCTEMax, IO JO3BOJUTh OTPUMATH
pesepB Tpadiky Ta OOUYMCITIOBAIBHUX MOTYXHOCTEH Ha
BEPXHIX PiBHAX i€papxii.

Kpim Toro, ans miaBUIEHHS €QEKTUBHOCTI TPOIIECIB
nepenadi iHpopMmarii B JIarHOCTHYHHUX KOMIITOTEPHHUX
Mepekax ~ 3aCTOCOBYIOTBCSI ~ METOIM  NPOTHO3YBaHHS
MCPEBAHTAXKCHb 1 AQJITOPUTMU  YOPABIIHHA YEpPraMu.
OcHOBHOIO (YHKII€IO ypaBiliHHSA TpadikoM € eeKTHBHE
VIOpaBIiHHSA MPOIMYCKHOKW 3JIaTHICTIO. [lepeBaHTa)KCHHS
3a3BUYAll TPOSIBISIOTBCS TPU  HEIONIKAX MEPEIKHUX
pecypciB abo npu IXHbOMY Hee(eKTUBHOMY PO3IOJLi, Ta
YCYBaIOTBCSI 33 JAOMOMOTOI0 OaaHCYBaHHS HaBAHTAXKCHHS
B Mepexi. YIpaBmiHHA TpadikoM 3BOTUTHCS 0 peajtizamii
MpoLeayp KepyBaHHS TPIOPUTETaMH W 1HTCHCHBHICTIO
MepeanuX MakeTiB. AHai3 KOMyHIKaliHHAX MPOTOKOIIB,
sSKi 320€3MeuyIoTh YIPABNIHHSI MEPESKHUM TpadikoM,
MOKa3ye, IO BOHU OPIEHTOBaHI Ha IHTEJICKTyalbHE
oOnagHaHHSA, pa3oM 3 TUM SK OUIbIIA YACTHHA MEPEK
BUKOPUCTOBYE HEIHTENEeKTyalbHi KOMYTaTOpH i
KOHLEHTpaTopu.  BingcyTHicTh  3aco0iB  ympaBiiHHA
iHpopMauiiHuM TpadikoM Ha piBHI Mepex podoUuX rpym
MPU3BOANTE IO IXHBOTO MEPEBAHTAXKCHHS 1, SIK HACIIJIOK,
o OJOKyBaHb IepemaHux makeTiB. lle 3HWKye 3arayibHy
MIPOITYCKHY 3JIaTHICTh KOMITIOTEPHUX MEPEeX 1 PoOUTH
Majgoe()eKTHBHIM BHKOPUCTAHHS CTaHAAPTHUX 3ac00iB
MEPEXKHUX TIPOTOKOJIIB JIJISl BUPIMICHHS 3a7a4 HACKPI3ZHOTO
yOpaBIliHHSA iHGOpMaNiHHUM TpadikoM Yy cepemaoBHII

HEIHTEJICKTYaIbHOTO KOMYHIKaI[ifHOTO oOJaTHaAHHA
ABTOMATH30BaHUX KEPYIOUUX CHCTEM.

HattedextrBHimi 3acobu YIpaBIiHHS
NEepeBaHTAXKEHHSAM 0azyroTbest Ha yIpaBJIiHHI

Oydepamu/uepramu cepeepiB. Skicte (yHKIIOHYBaHHS

CHUCTEMHU Mepeadi 3aJIC)KHUTh BiJI BEIMYUHU 3aTPUMKH TIPU
repenadi MmakeTiB 1 HAasBHOCTI KaHAIY IiITBEp/KEHHS. B
MOJENb CHCTEMH TMOTPIOHO JOAATH MEXaHi3M YIpaBIiHHSI

Yy  BUINISAOI  KOHTYpY  3BOpOTHOro  3BS3Ky. Ilpm
MIATBEPDKEHHI KOXKHOTO OKPEMOTo IaKeTa IMpolec
(hopMyBaHHS CHTHAJly 3BOPOTHOTO 3BSI3KY  MOXHA

MOB'SI3aTH 31 3MIHOKO CTaHYy MEPEIKHOTO 3'€IHAHHS, SKE
XapaKTePU3y€EThCSI HOMEPOM OYIKYBaHOTO JO MPHHAOMY
makera. bakaHI BIaCTHUBOCTI QJITOPUTMIB KEpyBaHHS
TpaikoM MICTATH MiHIMaJbHY 3aTPUMKY, HPH 3aJaHiil
MPOJXYKTUBHOCTI, a00 HaHOIIbLly HPOJYKTHUBHICTH IIPH
3aJJaHOMY 3HAYCHHI 3aTPUMKH.

Takum YHUHOM, 3aIPONIOHOBAHUN PO3MOTiT
(YHKITIOHATLHOCTI  JTIO3BOJISIE TABUINUTH €()EKTHBHICTD
BHKOPHUCTAHHS MEPEXKEBUX KaHAIIB 3B'SI3Ky Ta 3arajibHy
e(heKTUBHICTh peamizalii i1HpopMaIliHHO-IarHOCTHIHUX
(YHKITIH KOPITOPATHBHOIO KOMIT FOTEPHOIO CHCTEMOIO.

Mooepnizayis piwenv 01 ingopmayilinoeo 0OMiHy.

Hnst 3actocyBanns y Wide Area Measurement System

(WAMS), crangaprom C37.118Bu3HAYCHO YOTHPH THIH
NOBIZIOMJICHb, [0 SKHX HajeXaTb JaHi, 3arojoBKH,
koH(irypauii Ta xomangu. Ha puc. 2 npuBeneno cxemy
NOTOKIB  JIaHUX y  KOPIIOPAaTHBHHX  KOMII'IOTEPHUX
CHCTEMaxX MOHITOPUHTY Ta JiarHOCTUKH. I[ToBimoMieHHS

o HajcuiaThes Big Phasor Measurement Units (PMUS)

Ta JIOKAJILHUX KOHIIGHTPATOPIB Ha BEpXHI PiBHI iepapxXii,
HapJacTilme MiIiCTATh JaHi MO0 PEKUMHUX TapaMeTpiB,
ab0 MOXYTh MICTUTH 3arojIOBKH TONIH 13 OIHUCOBOIO
iHpopmariero, yu KoH(pirypamiiini nmaxi. B 3BopoTHOMY
HATPSAMKY BiJl BY3JiB JOCTYIy MOXYTh HAJXOIUTH
MOBITOMJICHHS 13 Nepe0aYeHUMH KOMaHJaMU KepyBaHHS
Ta HaJAlITyBaHHsA. lIpW 1bOMY, [UIS BHKOPHCTaHHS
iHppactpykrypu WAMS B 3an1a4ax kepyBaHHS PeXKHUMaMH
CHEeProNOCTaYaHHs  HEOOXiMHUM €  3a0e3meucHHs
BIAIIOBIHOT yHi(ikoBaHOT CHCTEMH KOMaHIHUX
MTOBIIOMJICHB 13 KEpYIOUHX PiBHIB 1X HAIiHHOI TOCTaBKHU Ta
apOitpyBanHs Ha piBHI PMUS.

PernmamenToBaHi mpoTokonm OOMiHY mependadaroTh
0araTormoTOKOBY Tiepefady BiJl OKpEMOTo JDKepena.
Kputnuni acnektu iHdopmamiifHOi Oe3Nmeku B YacTHHI
MIPOTOKOJIy OOMiHY BKIIOYAIOTh HEOOXiAHICTH OOMiHY B
pearsHOMY 4Yaci, HeoOXiTHICTh 30epeKEeHHS HITICHOCTI Ta,
B JCSAKMX BHIAIKaX, 3a0e3MCeUYCHHs KOH(DIIEHIIHHOCTI.
PoGora B peanbHOMy daci 3yMOBIIOE KPUTHYHICTb
KOPIIOPATHBHUX CHUCTEM  JIarHOCTHUKU IO TCPMIHIB
IOCTaBKU IOBiAOMIIEHB, 1 HEOOXIAHICTH BIAIOBIIHOL
mBuakonii CIb. B cBoto yepry, nmpu KOHTPOII ITICHOCTI
Ta KoH(ineHiHOCTI 3acobamu CIb, moBuHHA 30epiraTuch
000B'I3KOBICTH JOCTABKH IOBI1JOMIIEHB.
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Puc. 2.TloToxu gaHUX Y KOPIIOPATUBHUX KOMII FOTEPHUX CHCTEMAaX MOHITOPHHIY Ta IIarHOCTHKU

IIporokonu mepenayi AaHUX IMOTOKOBUX BEKTOPIB,
peaizoBani Ha npukIagHOMy piBHi (piBers 7) OSI (Open
Systems Interconnection Basic Reference Mo@gipsa
MOJIEJIb B3a€MOIT BiKpUTHX chcTeM). OCKIIBKY JKOJEH i3
CydacHUX CTaHIAPTIB ITOTOKOBOI Iepeaadi JaHuX Bif
PMUs He BuMarae MexaHi3MiB 3aXUCTy B CBOIH CTPYKTYpi,
MeXxaHi3MH Oe3leKkrd TOBWHHI BKIIOYATHCS Ha HIKHIX
piBasix moneni OSI.

Jnst 3amoOiraHHs HECAHKIIOHOBAHMX KOMAaH, IaHi
MOXYTh CYIPOBO/DKYBATHCH BIJTOBIIHUMH IIiIITHCAMHU,
ado  komoM  ayreHTH(ikamil — MOBIJOMIICHHS, i3
BUKOPUCTAHHSIM B npu nepeaayi MeXaHi3My
kpunTorpadignoro xemrysanns i3 kmouem (HMAC, Hash-
based Message Authentication Code)Xapaxrep
MOTOKOBHUX IaHUX B PO3IJISIIYyBAaHMX CHCTEMax, BHMArae
WIBHIKOI 1 JIETKOI» MeTojoJiorii MmupyBaHHS IS
3a0e3mneueHHs MiTiCHOCTI Ta KOH(DINEHIIIHHICTh TaHUX, 110
MOkKe OYyTH peaii30oBaHO Ha OCHOBI CHMETPHUYHHX

anmroput™iB tuty AES (Advanced Encryption Standard).

[Ipy 1pOMY OCHOBHHMM IHTAaHHSIM 3aJIMINAETHCS PO3MOALT
KIIOYiB, AL  4YOr0  MOXYTh  BHKOPHCTOBYBATHCS
indpactpykrypa igkputux kiaouis (PKI, Public Key
Infrastructure), oomin kiarouamu iddi-Xemnmana ado
3arajbHi KJIIOYi, SIKIIO KiJBbKICTh IPUCTPOIB OCUTH MaJla.

JoctynHi pineHsst 11 mradpyBaHHs 1 ayTeHTHDIKaITil
MPOTOKOJIIB TIOTOKOBUX JaHMX B KOMITIOTEPHUX CHCTEMaX
JIarHOCTUKHU PEai3yIoThCS Ha OCHOBI 3aXHIICHUX KaHAiB
3B'I3Ky B MepeXax Ha OCHOBI iIHTEPHET MPOTOKOJIB THITY
IPSEC (IP securityya VPNSs, a takoxx DTLS (Datagram
Transport Layer Security)p Toifi e wac, HaiOiTbIm
HaJII{HUM € BUKOPUCTaHHS BUJIUICHUX MEPEX.

MepexkeBi NpOTOKOJIIM OOMIHY IpU3HA4YeHi IS
aHamizy 1 apxiByBaHHS Ta HE MIATPUMYIOTH BHCOKI
MIBUAKOCTI. BUKOPUCTAHHS IMX MPOTOKOJIB OOMEKEHO
BHYTPIITHKOI0 Mepekero. Crierudikarist popmary daiinis
COMTRADE (C37.111), no3Bonsic mOpoCTHii po30ip,
YUTaHHA Ta OOpOOKY MaHWX Bif OaraThboX JDKEpeN IIo
TeHEePYIOTh, 30€piraroTh Ta MepeaaroTh iHPOpPMAIIito. IPoTe
HE € ONTHMIi30BaHOI0 JJIs Mepeladi Mo Mepekax 3B'S3KY.
Buacninok 1p0ro, JgaHuid (QOpMaT BHKOPHCTOBYETHCS
MEPEBaXHO IS apXiBYBaHHS Ta JOBrOTPUBAIUX OINEpamin
B «Off-line».

Cranpapt OPC UA (Object Linking and Embedding

(OLE) for Process Control (OPC) Unified Architeyr
aTanToBaHO sl 3a0e3TeueHHsT KOHTPOJIIO TPHUBOT 1 TOJIH,
MaKkeTHOI Trepeaadi, KOMyHIKaiii cepBep-cepBep, MOCTYITy
0 apxiBOBaHUX JaHWX, jgoctymy g0 o6'ekriB (SOAP,
Simple Object Access Protocal)se6-ciyx6, peanizamii
MEXaHi3MiB 3aXHUCTY.
Posmupennss HaboOpy IpOTOKOJNIB Tepenadi AaHUX,
MOXE  BimOyBaTHCS i3  BHUKOPUCTAHHSAM  CYYacHHUX
NPOTOKONIB OOMIHY /Uil iHTEpHET-MEpEX 3arajbHOro
BUKOPUCTAHHSA i3 BpaxXyBaHHSAM cnenudiku
KOPIIOPATHBHUX JAarHOCTHIHHUX Ta KePYIOUIHX
KOMO'FOTEPHUX  CHCTEMH.  30KpeMa  IPOMOHYETHCS
3aCTOCYBaHHS TMEPCTIEKTHBHOI TEXHOJIOTil BeO-COKETiB
(WebSocket),opienroBaHoi Ha IOTOKOBY iH(pOpMAIii0 B
pealbHOMY daci, M0 JO3BOJUTH ICTOTHO PO3MIUPUTH
TMIarHOCTHYHI Ta KEPYyIoUl MOMJIMBOCTI BEpPXHIX pPiBHIB
BiIHOCHO JIOKQJILHOI JIIJISTHKH CIIOCTEPEIKEHHS.
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IHOPOPMAILIMHO-KEPYIOUI CUCTEMMU HA 3AJIIBHUYHOMY TPAHCIIOPTI

Busoau

3anpornoHOBaHO ILUIAXM MOJEpHI3alil apXiTeKTypH
KOpPITOPATHBHOT ~KOMI'FOTEPHOI CHCTEMH  JIarHOCTHKHU
PSKUMIB CHCTEM 3aJli3HHIb, SKi JO3BOJIATH ITiJBUIIUTH
HAIAHICT Ta C(QCKTUBHICTH CHCTEMH 1 3a0€3Me4uTH
nepeayMOBH BIIPOBAKCHHS KOMILIEKCHOTO
aBTOMAaTH30BaHOTO KepyBaHHS. IIpu BOMY
3alpOTIOHOBAHO 3aXOAH, SKi BKIIOYAIOTh O0OOB'I3KOBE
BIIPOBAJDKEHHS ~ cucteM  iHQopmamiiiHoi  Oe3mekw,
opraHizaiiiHe  3MIIIEHHS  HaBaHTAXEHHS  OOpOOKH
omepaTUBHOI iHpOpMAIlii Ha HMXKHI PiBHI i€epapXii, a TaKOXK
po3mmpeHHs Ha0OPy MPOTOKOIB Tepeadi JaHuX, 10 Ha
CBOTOJHINIHIA JIeHb CTaJ0 MOMJIHMBAM i3 PO3BHTKOM
MIKPOIPOLIECOPHUX Ta KOMIT FOTEPHUX TEXHOJIOT1H.

Mupomnnk M.A. Pa3paborka METOJA0B OIIEHKH
3ppexTUBHOCTH 3alUTHI HH(poOpMaUHU B
pacnpeeeHHBIX KOMIILIOTEPHBIX cHcTeMax. [IpennoxeHs!
IIyTH  MOJEpPHHU3ALMU  APXUTEKTYpbl  KOPHIOPATHBHOU
KOMITBIOTEPHOH CHCTEMBl JWAarHOCTUKH PEKUMOB CHCTEM
JKeJIe3HBIX JIOPOT, KOTOPbIE MO3BOJIAT MTOBBICUTH HAJIE)KHOCTh
u 3((PEKTUBHOCTh CHCTEMBI W OOECHEYUTH TMPEANOCHUTKU

BHEJPCHHS KOMIUIEKCHOTO aBTOMATH3HPOBAHHOTO
ympaBieHus. IIpn  3TOM [OPEUIOKEHBI MEpbl, KOTOPHIC
BKJIFOYAIOT 00s13aTeNIbHOE BHEJIPCHUE CHCTEM
MHPOPMAITMOHHOH 0e30MacHOCTH, OpraHU3aIMOHHOE

CMelIeHUe Harpy3ku oOpaboTKM onepaTUBHONW MHGOpManuu
Ha HIDKHHE YPOBHU HMEpPapXWH, a TaKkKe paclupeHne Habopa
IPOTOKOJIOB IepeJau JaHHbIX, YTO HA CErOJHSALIHUN JeHb
CTall0 BO3MOXHBIM C Da3BHTHEM MHKPOIPOIECCOPHBIX N
KOMITBIOTEPHBIX TEXHOJIOTHUL.
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