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| mplementation of cryptographic algorithms on FPGA-based digital
distributed systems

This paper presents a single chip efficient FPGA implementation of RSA and DES for Digital Envelope Scheme that
targets the Altera Apex 20KE EP20k200EBC356. I mplementation of cryptographic algorithms on programmable devices
like FPGAs run much faster than on software while preserving physical security of hardware solutions. The high
throughput in the implementation of cryptographic algorithms for digital envelope scheme is achieved by means of
exploiting the parallelism present in the DES and RSA operations as well as the features of Altera Apex 20KE device
family which best suit for system-on-a-programmable-chip (SOPC) applications. The parallelized single chip
implementation of DES and RSA for performing the Encryption/Decryption for the Digital envelope scheme offers a
throughput of 3.5 Gbitg/sec at a system clock rate of 54.7 MHz. This implementation even provides a means for using the
DES and RSA separately.
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1 INTRODUCTION The digital envelope consists of a message endaypte

Recently data security is becoming very importait 4Sing secret key cryptography and a secret keyrypted
more information is exchanged through the inter@ete USINg public key cryptography). Not only do digital
of the advantages of Internet is the open syst&fivelopes help solve the key management probleey; th
architecture. On the other hand, the lack of pyvac also increase thg performan(_:e (relative to usirmulalic
Internet based information exchange is preventitey K€y System for direct encryption of message dattfjout
application any further for secure communicatiomeO Sacrificing security. The increase in performanee |
way of eliminating this weakness is through th@btained by using a secret-key cryptosystem toypiche
introduction of Cryptography. Cryptography is the ar Iarge_ and variably sized amount of message datarviag
science of keeping messages secret. There areige &f Public key cryptography for encryption of short dem
cryptosystems symmetric and asymmetric. SymmetK8YS. Since secret key cryptosystems are muchr fersia
cryptosystems use the same key (the secret kegjaypt Public key cryptosystems.
and decrypt a message, whereas the asymmetric The fig. 1 shows the digital envelope scheme. la th
cryptosystems use one key (the public key) to quicay scheme the data to be transmitted is enc.rypteqj; soret
message and a different key (the private key) oy it. Key algorithm. This ensures fast processing. Eistaiplent
Asymmetric cryptosystems are also called public k& the session key is done by transmitting the ipukity
cryptosystems. When using secret key cryptosysterfiBCryption of the secret key (session key).The sgtrim
users must first agree on a session key, thatssceet key K€y and asymmetric key encryption algorithm thalen
to be used for the duration of one message fg¥ implementation are DES and RSA respectively.
communication session. In completing this taskehera

risk the key will be intercepted during transmissidhis is k Public key
part of the key management problem. Public ke
cryptography offers an attractive solution to thieblem l
within a framework called a digital envelope. y

Public key

» cryptosystem |
A
Secret key y ..
X cryptosystem p\ + Y

Fig. 1. Digital Envelope Scheme-Encryption
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_Where 64 bit plain text
Y = Ceqa (X! k)1 ¢
Y = €uunic (Ky pubiic_key )»
) public pum_'c—key , Initial Permutation
y" = concatenation(y, y'). Repeat this block

] N number of times
64 bits

Hardware implementation of these algorithms
preferred now days because of their high performan
phySIcaI Securlty and IOW power Consumptlon. Thoug‘.u.. aasisssrassensnsssssasasshassasnasssanansanse
ASIC implementation of encryption algorithms are ) )
performing better, they are not flexible. FPGA pd®s the
needed flexibility as well as the high speed oftaos
hardware implementations. In this paper the majous is
on efficient FPGA implementation of both DES andARS
on a single chip for high performance support fwital
envelope scheme [1].

The following sessions of the paper is organized
follows: session 2 discusses the Choice of algmstHor
digital envelope and recalls Data ENCryption Stafidai.eseedeesesssscesenssssessassssePoossasensensshs
(DES) and RSA algorithms. Session 3 is orientedatdw
the scope for parallelism in both DES and RSA. iBesé +
is oriented towards the implementation issues. Tbeys R ‘ ‘
on the practical issues that should be considerbile w s et o ol e
implementing in FPGAs. Session 5 describes theltgest Final Permutation mentioned
and discussion of the implementation through resoul
utilization and speedup in terms of throughput.aiin the v
concluding remarks are given. 64 bit cipher text

A

=
g

Function 48
;cFr

Key N

Ssassessansenssssaansns
sessessssnucsssssdesesnesnnes

2 CHOICE OF ALGORITHMS FOR DIGITAL Fig. 2. Block Diagram of DES

ENVEL OPE DES is a private key (symmetric) algorithm [3]. It

Because of the wide popularity of the DES in thg,neq ynder the category of block cipher operaiim@4-
symmetric and RSA in the asymmetric crypto algonith . piocks of plaintext utilizing a 64-bit key.

category, these two algorithms are widely used tfar Every eighth bit of the 64-bit key is used for pari

implementation of digital envelope scheme. checking or otherwise ignored. In DES key controls

2.1 Data Encryption Standard (DES). exactl ; ; .
; . . . y how this process works. By doing these afpans
DES is a private key (symmetric) algorithm [2 - B]. repeatedly and in a non-linear manner you end up i

comes under the category of block cipher operaimg4- result which can not be used to retrieve the oaigin

bit blocks of.plainte_xt utilizing a 6.4'bit "‘?y- . without the key. The fig. 2 shows the block diagram
Every eighth bit of the 64-bit key is used for pari neg in which each 64 bits of data is iterated 6rtithes.

checking or otherwise ignored. In DES key controlg,. each jteration a 48 bit subset of the 56 bit kefed
exactly how this process works. By doing these @iiemS ., the encryption block represented by the dashed
repeatedly and in a non-linear manner you end up ®i rectangle below

result which can not be used to retrieve the oaigin PR ; ;

. ) _ Decryption is the inverse of the encryption process
W|th0u_t the_ key. The f|g._ 2 shows .th_e block d|ggrafn The Function "F" shown in the diagram is the hesrt
DES, in which each 64 bits of data is iterated brtihes. peg actually consists of several different sfmnms

For each iteration a 48 bit subset of the 56 bit isefed agd non-linear substitutions [5].
into the encryption block represented by the dashe 2.2 RSA Algorithm

rectangle be.'OW: . . The following is the relatively easy to understanaith
Decryption is the inverse of the encryption ProcesSehind RSA public key algorithm [3].

The Function "F" shown in the diagram is the hexrt 1. Find P and two large (e 1024-bit) prime
DES. It actually consists of several different sfanms numBersl. Q tw ge (e.9. i) pri

and non-linear substitutions [4 - 5]. 2. Choose E such that E is greater than 1, E ssthem

N = PQ, and E and (P-1) (Q-1) are relatively primvhich
means they have no prime factors in common. E doés
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have to be prime, but it must be odd. (P-1)(Q-I)'tche K;, 64 bits
prime because it's an even number.

3. Compute D such that (DE - 1) is evenly divisibie :
(P-1) (Q-1). It can be written as DE = 1 (mod (RQ)1)), K S
and D is called the multiplicative inverse of E.

4. The encryption function is C = ME mod N, where ! :
is the cipher text (a positive integer), M is tHaiptext (a e
positive integer).The message being encrypted, it e )
less than the modulus, N.

5. The decryption function is M = CD mod N, where (
is the cipher text (a positive integer), M is tHaiptext (a y
positive integer).

Your public key is the pair (N, E). Your privateykes vy h A J
the number D. The product PQ = N is the modulus. the Registers Registers
public exponent. D is the secret exponent. Youmaish C b
your public key freely, because there are no kneasy 28 28
methods of calculating D, P, or Q given only (N, (ur — —

public key). shifter - shifter

bits

h 4

3 SCOPE FOR PARALLELISM IN DESAND RSA

The main purpose of this design is to implemenhba v
DES and RSA on a single FPGA for a high performan Comparator Comparator I—
support to the digital envelope scheme which can 4
adopted in practical encryptor. The following sewt Permutation
explain the implementation and optimization stegkeh to B
improve performance. 48

The iterative nature of DES makes it more suitdtite ¥ bits
partial pipelining. Pipelining usually replicateshet ——
hardware needed for a single round and introdueés d B el
storage between each round. Though this technique
increases the number of data blocks encrypted
concurrently, this design does not go exactly vaértial
pipelining because of the speed Ilimitation of RSA
algorithm that is supported in the same chip. Sfina
blend of iterative loops and sub pipelining insidach
round to achieve less hardware requirement anddpgkd
that will match DES with RSA on a single chip. Sirnte
DES design has number of constant S- boxes thermys
level memory are configured as ROM to store thedso® Yi-1 Z:-M:
values. This type of ROM implementation of S- Boxes  ° ’ '
the most efficient way [4] of implementing DES oRGA. For i:0 to k-1 do {k is the number of bits}
In the implementation of DES, key scheduling inwsv
carrying out a shift operation during each roundhef 16-
round DES to generate the sub key. Figure 3 shevkély Y :Y xZmodN; {Modularmultiplication}
processor that is used in the implementation.

In each round the 56-bit key is divided into twol#iB End{1f}
halves and each halve is independently rotatedeléier . —szodN; {Modularmultiplication}
one or two positions, depending on the round. Téidib
result is used as the input for the next round tanselect End {For}
the 48 bits that make up the key for the currenindd Return?:

These operations are carried out in parallel to the

encryption/decryption operation. With the DES tlzns Provided that the modular squaring and multiplati

function F is used forward to encrypt or backwatds are performed in parallel, only log2k steps areuiregl to
decrypt. The only change is that keys must be takencgiculate the exponentiation. At the same time this

reverse ordefk16, k15 ..., k1). implementation is based on Montgomery method for

Fig. 3. Key Processor

To this extent, several algorithms have been preos
[6], which try to reduce the time needed for these
exponentiations. One of the most widely used isstingare
and multiply algorithm. This method performs modula
[nultiplication and squaring, as follows:

Ifr ei =1 then
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computing both modular multiplications and moduldreonardo Spectrum. The Table 1 and Table 2 shows th
squaring as Montgomery scheme is very efficient§F. throughput results achieved in the sequential camdliel
implementation of DES and RSA. The parallel

AIMPLEMENTATION ISSUES implementation is approximately twice faster thas i

The obvious way of improving the performance cfeduential counterpartin both the cases.
cryptographic algorithms in the digital envelopbeme is

to implement them in hardware. This implementatias _ Table 1
improved the performance of DES in two ways. Thg ke Throughput comparison for DES
scheduling part of the DES scheme is improved by | DES Clock Throughput
computing the sub keys needed for each stage allglar Frequency| (Mbits/sec)

Then the iterative looping and sub pipelining iesieach (MHz)

round of the DES has given good performance | Sequential 49.6 3174.4
characteristics for implementing both DES and R®ANe Parallel 100.5 6432

same FPGA.

The primary factor that determines the performaofce Table 2
the public key crypto systems (RSA) is the impletagan Throughput comparison for RSA
efficiency of the modular multiplication and DES Clock Throughput
exponentiation. There are various algorithms akéldor Frequency| (Mbits/sec)
implementing modular multiplications like Barreténd (MHz)

Booth's methods and Brickell's algorithm. But tHisign Sequential 25.5 1632

considers Montgomery's algorithm as it is consideie Parallel 54.7 3501

most popular and more efficient. The implementatidn

Montgomery's algorithm for modular multiplicatioris The following session Table 3 and Table 4 compares

RSA algorithm of the Digital envelope has showne#tdr the resource utilized in implementing the RSA ailiyon in

time response [8]. a sequential and parallel way. The results show rifare
resources are occupied by the sequential implerienta

5RESULTSAND DISCUSSION RSA -  Sequential  Implementation. Resources

This design has implemented both DES and ReUtilization:  Device:  Altera  Apex20KE  Family:
cryptographic algorithms on a single FPGA for ahhigEP20K400EBC652 Clock Frequend@p.5 MHz
speed encryption/decryption support for Digital elope

scheme of data security. The throughput for the . . Table 3
implementation is calculates as follows RSA - Sequential |mplementation

Resourcg Availablg Useq Percentage of Usage
Throughput(Mbit / sec)- 64bits[ clock 10S 488 72 14.75
frequency(MH2) LCS 16640 [11824| 71.06

RSA - Parallel Implementation. Clock Frequen
This design and implementation of DES for the digits, 7 pHz P quency

envelope achieve a very good encryption/decryptide of

6.4 Gbit/s, which is faster [8] than many equivalen Table 4

implementations. It also compares promisingly with

existing A.SIC _|mplementat|ons. Also the RSA Resource Availablg Useq Percentage of Usage

implementation with the parallel Montgomery scheme

achieves a reasonable encryption/decryption rate.5f 10S 488 21 4.3

Gbit/s this result is also better than many such LCS 16640 |2198| 13.21

implementations in the literature [8].
When both DES and RSA algorithms are implemented Based on all the implementation results achived the

in a single chip FPGA then the encryption/decryptiate parallel implementation of DES and RSA is combiried

of DES is limited by the RSA scheme, but the result 3 suitable implementation of the system for Digital

through put that is achieved is better than theftwsare envelope scheme. This implementation has shown an

versions that is used in digital envelope schem@egent. improvement in both throughput and resource usage.

So this hardware accelerator will be a great booifgital Digital Envelope Scheme. Device: Altera Apex20KE

envelope scheme that is practiced today. Device Family: EP20K200EBC356 Clock Frequency:
The simulation results for this implementation ars4.7 MHz

achieved in ALTERA Quartus Il 4.0 environment [8he
synthesis results are achieved using Mentor Graphic

RSA - Parallel | mplementation
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N Table 5 CONCLUSION
Digital Envelope Scheme This reconfigurable single chip design and
Resources |Availablg Used [Percentage of Usage implementation of DES and RSA has significantly
10S 273 213 78.02 increased the throughput of the digital envelogeste. In
order to achieve best Performance, this method has
LCS 8320 3161 ] 37.99 exploited the parallelism in the encryption pipel dey
Memory bit{106496 | 32768 30.77 scheduling pipe of DES and modular squaring and
multiplication  process in RSA. The proposed
Throughput = 3.5 Gbits/sec implementation achieves an encryption rate of 3.5
Gbits/sec at 54.7 MHz. Upon comparison, this

The fig. 4 shows the simulation result achievectiiis
implementation in ALTERA Quartus Il 4.0 environmelit

implementation offers better
reported in literature [1 - 8].

results than previpusl

shows the encrypted output both for DES and RSanfro

the same chip.
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Fig. 4. Simulation result of Digital envelope Refeces
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MupomiHuk M.A. Peanuzanusi kpunrtorpagpuyeckux
aaroputMoB Ha ocHoBe IIJIMC pas  unudgpoBbIX
pacnpeleleHHbIX cucTeM. B cratbe mpeacraBieHa
ONHOKpHUCTaNmbHAsA d(pdexTuBHAs peanu3anus B BHIE
TIUINC RSAu DES st indpoBoii KOHBEpTAIMK, KOTOPas
npennasHadena st Altera Apex 20KE EP20k200EBC356.
Peanmzanus xpuntorpa)iuecKux ajirOpUTMOB Ha OCHOBE
OporpaMMUPYEMBIX ~ yCTpoWcTB, Takux kak IIJIHC,
paboTaer HaMHOTO OBICTpEe, 4YeM Ha MPOrPAMMHOM

obOecrieyeHnr, coxpaHss (QuU3MYECKyr0 0e30MacHOCTh
arrapaTHbIX pelIeHui. Bricokas MPOTMYyCKHAs
CIIOCOOHOCT, B pealM3alid  KPUNTOrpadhUuIecKux
QNTOPUTMOB  UII  CXeM  OU(GPOBOH  KOHBEPTALUHU
JOCTHTaeTCs IyTeM HCHOJB30BAHUS  IMapauIeiIn3Ma,
npucymero omepanusm DES u  RSA, a Ttakke

ocobennocT ycrpoiicTB cemeiicta Altera Apex 20KE,
KOTOpBIE JIyYIlIe BCETO MOIXOAT IS TIPHIIOKEHUH CHCTEM

Ha mporpaMmupyemoi Jorudeckoid Marpuie (SOPC).

Pacnapannenennas ogHokpuctanbHas peanmsanusi DES u
RSA st Beinonsenus mwudposanust / aemndpoBanHus 1ist
cxeMbl NU(GPOBOI KOHBEPTAIUH MPEIIaracT MPOMyCKHYIO
criocobnocTh 3,5 ['6UT/C MpHU TAaKTOBOM YaCTOTE CHCTEMBI
54.7MHz.3Ta peanu3zaius qaxe MpeaoCTaBIsSET CPEICTBO
i ucnosb3oBanuss DESu RSAoraensHo.

KaroueBnsie caoBa: mmdposanue, nemuppoBaHue,
He3aIn(POBAHHBIN TEKCT, OTKPBITHIA KIFOY, CEKPETHBIN
KJIF04, I POBOIT KOHBEPT.

Mipominuk ML.A. Peanizauis KpunrorpagiyHux
agroputmiB  Ha ocHoBi IIJIIC jans umudpoBux
pO3MOAiIeHHX CcHCTeM. Y  crarTi  IpejcTaBieHa

OJHOKpHUCTANIbHA edeKkTuBHA peanmizamis y Burismi [TJIIC
RSA i DES mist udpoBoi KOHBepTallil, SKa MpU3HAYCHA
s Altera Apex 20KE EP20k200EBC356. Peasnizaris
KpUNITOTpaiqHUX aIrOpUTMIB Ha OCHOBI MPOTPAMOBaHUX
npuctpoiB, takux sk [IJIIC, mpamioe nabGarato mBume,
HDK Ha IporpaMHOMY 3a0e3redeHHi, 30epiratoun (iznuny
Oe3reKy anapaTHHX pilleHb. Brucoka nponyckHa 3/1aTHICTb
y peamizanii KpunrorpagiuHUX aIrOpUTMIB Ul CXEM
udposoi KOHBepTalii JIOCSITAETHCS HIJISIXOM
BHKOPHUCTAHHS TIapajielli3aMy, NpPHUTaMaHHOTO OIepalismM
DES i RSA, a Takox 0coOIMBOCTI NMPHUCTPOIB CiMEHCTBa
Altera Apex 20KE, sixi Halikpalie miaxoasTs Iis J0AATKIB
chUcTeM Ha mporpamoBanoi Joriudoi marpuui (SOPC).
Posmnapanenena omHokpucTanbHa peanizamis DES i RSA
IUTSL BUKOHAHHS G pyBaHHs / AemupyBaHHs IS CXEMH
uudpoBoi KOHBepTalii NMPONOHYE NPONYCKHY 3MaTHICTb
3,5 I'6it/c mpu TakToBiii uacToTi cuctemu 54.7MHz. 1ls
peaiizawisi HaBiTh Hagae 3aci0 aus BukopuctanHs DES i
RSA okpemo.

KarouoBi  cmoBa:  mmdpyBanHs,  nemmppyBaHHS,
He3amu(poBaHUH TEKCT, BIAKPUTHH KIIOY, CEKPETHUH
KITt04, ITUPPOBUH KOHBEPT.
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